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Introduction to IEEE P1952  
Resilience Levels

The IEEE P1952 standard enhances telecommunications 
resilience by defining levels of robustness for Positioning, 
Navigation, and Timing (PNT) equipment. 

This standard sets benchmarks to sustain functionality during 
disruptions, addressing challenges such as GNSS vulnerabilities, 
network asymmetry, and PTP attacks.
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The P1952 Standards 
Project

The core of the P1952 project defines resilience levels for PNT 
user equipment facing adversities. While it doesn’t propose 
mitigation techniques, it specifies criteria to measure resilience 
effectiveness against common adversities like GNSS jamming/
spoofing and network attacks, ensuring the equipment meets 
minimum performance levels under stress.
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Resilience Levels  
Explained

	\ Detect & Alert: Identifies issues and signals alarms

	\ Recover: Resets operations automatically or  
manually after adversity

	\ Resist: Maintains functionality during brief disruptions

	\ Withstand: Operates indefinitely under adversity, meeting 
minimum standards

	\ Verify: Cross-validates accuracy with multiple independent 
inputs to ensure trustworthiness
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Applications in  
Telecommunications

Telecom networks leverage IEEE P1952 to improve resilience.  
A notable project, ICAP, defines conformance tests and 
certifications for telecommunications equipment. 

P1952’s standards work alongside ITU-T recommendations, 
integrating mechanisms like SyncE (Synchronous Ethernet) and 
APTS (Assisted Partial Timing Support) to increase robustness 
against timing attacks and jamming.
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ITU-T Primary Clocks  
and Resilience

ITU-T’s clock hierarchy (PRTC, ePRTC, and cnPRTC) establishes 
primary clock standards aligned with IEEE P1952. 

These clocks have resilience levels ensuring recovery from 
adversities, and some, like cnPRTC, can withstand prolonged 
disruptions using external UTC(k) sources.
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Beyond Primary References 
and Future Work

Additional strategies include developing GNSS receiver and 
antenna guidelines and PTP security frameworks, which focus on 
multiple time sources and voting algorithms to mitigate issues like 
jamming and spoofing. 

Future expansions are anticipated to strengthen these defensive 
measures across networks.
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Conclusion

IEEE P1952 provides a structured approach to building resilience 
within telecom networks. 

By adopting these levels and integrating ITU-T protocols, 
networks can achieve increased reliability and trustworthiness 
in essential PNT services under adverse conditions.




